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Motivation — Credentials

"type": ["VerifiableCredential", "Employee Credential"l],
"@context": ["https://www.w3.0rg/2018/credentials/vi"],
LZ6311T47 "issuer": "did:pkh:tz:tzlgTvjUeQNehCBnnzZQkilCZoRf5yyPywxMo",

"issuanceDate": "2023-09-24T23:54:39.880Z",
"id": "urn:uuid:alc4532a-dclf-4e0b-813a-2d7398ed95e5",
"credentialSubject": {

"type": "gx:LegalParticipant",

"id": "did:pkh:tz:tzINtv2VinD8BemPkgkPPXuVcHS1DKHj8CPm",

I

B 938568 "gx:legalName": "Employeel",
g ////%I/W | "gx:issuerCompanyName": "TestCompany2",
! "gx:issuerCompanyID": "tzlgTvjUeQNehCBnnZQkilCZoRf5yyPywxMo",

"gx:legalRegistrationNumber": { "gx:vatID": "@O7" },

"gx-terms-and-conditions:gaiaxTermsAndConditions":

Yo
"proof": {
"proofValue": "edsigtbLHNSkNaC5LLRS...HL6WK2579]y",

" ted": "2023-09-24T23:54:39.8922"
TIGHET ";i;ii:Keyka”: { '

B
FY "proofPurpose": "assertionMethod",
"type": "TezosSignature2021",

Physical Credentials W3’ Verifiable Credentials (digital)
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Research Questions Tum

RQ1 What are the existing solutions and proposals for including identifying information in VCs? |
A. How are identifying information included in VCs from these existing solutions?
Literature
B. How do the existing approaches compare? survey,
Taxonomy
RQ2 How can updates to identifying information be handled in VCs?
RQ3 How can we engineer effective identity credentials within the GX-Credentials project? |
A. Should the existing schema be revised, and which identity attributes need to be included? Design/
implement
B. How can the GX-Credentials project be extended to facilitate the revised identity credential?
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RQ1: Methodology TUT

What are the existing solutions and proposals for including identifying information in VCs?

1. (Adapted) Multivocal Literature Review (MLR) [1]
 Find existing approaches from white and grey literature (blogs, documentation, etc.)
« Used for planning — data extraction

2. Nickerson et al. [2]
» Create a taxonomy to differentiate existing approaches

MLR Nickerson et al.
| | |

Construct

Taxonomy

[1] Garousi, V., Felderer, M., & Méntyla, M. V. (2019). Guidelines for including grey literature and conducting multivocal literature reviews in software engineering. Information and software technology, 106, 101-121.

[2] Nickerson, R., Varshney, U. & Muntermann, J. A method for taxonomy development and its application in information systems. Eur J Inf Syst 22, 336-359 (2013). hitps.//doi.org/10.1057/ejis.2012.26
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https://doi.org/10.1057/ejis.2012.26

RQ1: Methodology — Literature Review >> >> >> TUT
42

 Keywords 62

+ Self-sovereign Identity (SSI), identity management, natural White Grey
person, legal person, person, verifiable credentials Literature Literature

e Databases
» IEEE, ACM, Scopus, Google Scholar, Google Search |
* Inclusion Criteria (IC) l Screening
* IC-1 Papers that include natural subjects in VCs.
» IC-2 Papers that are accessible through institutional login.
Exclusion Criteria (EC)

« EC-1 Papers without sufficient technical details or
processes. IC/EC + QA

« EC-2 Papers that focus on domains that do not involve

natural subjects. _ 58 Literary
« EC-3" Survey papers. Final Set Sources
* Quality Assessment Table used as IC/EC for Grey Literature
* Documented in a Notion database Extract

92 SSI

Approaches

* Consider surveys found in WL as GL Complete LR Process

231030 Evan Christopher How to Wisely Identify Natural Subjects in Verifiable Credentials - Bachelor’s Thesis Final Presentation © sebis 6



RQ1: Methodology — Taxonomy Construction > >> > TUT

Iterative process

<> « End? When Ending Conditions (objective and subjective)
’ are fulfilled

I 1. Determine mclal-ch:lractcrislic I ° ApproaCheS
I 2. Determine ending conditions I b COnceptuaI and Emplrlca|
»  Meta-characteristic
Fmpirical-to-conceptus] o Conceptual-to-empirical » Most comprehensive characteristic of all potential
| | characteristics in the taxonomy
4e. Identify (new) 4¢. Conceptualize (new)
subset of objects characteristics and dimensions of objects Ch P I
osen Meta-Characteristic:
T l TR —— {H —— Characteristics of user identification approaches in
and group objects characteristics and dimensions SSI such as how the user’s Pll is InClUded, the data
— ,1 — | flow, formats, identity verification, management, and
be. Group characteristcs into .
dimcn.\iolns to create (revise) 6¢. Create (revise) taxonomy Storage locatlon-
lil.\()ll()llly
| .
* Objects of Interest
« Initial pool of 92 approaches — Final set: 35 approaches

7. Ending conditions met?

* Removed solutions that are:
» not end-user (natural subject) identification
* not using VCs
* non-SSlI
» incomplete/deprecated
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RQ1: Proposed Taxonomy

* Exclusivity of the dimension. E = exclusive, N = non-exclusive characteristics

TUTI

N

Pll Location Standalone Bundled E
Pll Type Natural Alternative
Isdent|f|cat|on DEiE Gov-ID Non-Gov-ID Biometrics PoP None Unspecified
ource
Lo N (=1L WaNT o T4 13"A  End-user-asserted Third-party-asserted SSl-Integrator-asserted First-party-asserted
Projected Cost Per User Free Per-issuance + operation Recurring base fee Unspecified
VC Format LDP-VC JWT-VC Unspecified
Schema Standard Standardized Flexible
: . No
Selective Disclosure Yes
. . Yes e
Credential Revocation No Unspecified

Complete Taxonomy Assignment
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RQ1: Proposed Taxonomy — Example of an SSI Approach: Altme TUT

Diploma Verifiable ID Over 18

Provided by Altme Provided by Altme Provided by Altme

Master of Science - Paris University You are over 18 years old

Issued on Expiration date
20 August 2022 20 August 2024

ALTME

coom | (I}

®Eb5| Schema

Liveness check (LD-Proof)

)

B B &

Selective
Disclosure

Documents Revocation Free
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RQ1: Proposed Taxonomy — Example Assignment

ALTME
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Characteristics

prereons

Standalone Bundled

Natural Alternative

Gov-ID Non-Gov-ID Biometrics PoP None Unspecified
Eagi_eur?:dr_ Third-party-asserted  SSl-Integrator-asserted First-party-asserted
Free Per-issuance + operation Recurring base fee Unspecified
LDP-VC JWT-VC Unspecified
Standardized Flexible

Yes No Unspecified

Revocation
* Exclusivity of the dimension. E = exclusive, N = non-exclusive characteristics

TUTI

E
N
N
N
N
N
N
E
E

Complete Taxonomy Assignment
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RQ1: Proposed Taxonomy — Discussion on Characteristics

Complete Taxonomy Assignment

l

Identification
Data Source

SHAND | 76311747

938568

l

VC Format

13}

JSON-LD
(LD-Proof)

Schema
Standard

797

Custom
Schema
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l
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RQ2: Verifiable Credentials Update Mechanisms TUT

How can updates to identifying information be handled in VCs?

Short-lived Credentials Atomic Credentials
o — Passport 3 el \
(o) "
-~ A4 w o '
P - / " f N = ~ :
- g . _ - Ve ’ | AN ~ - ]
Validity period? _ - A | N ~ _ :
x Operational overhead Given Surname ',' Birthdate Place of Date of E
x Subopt|ma| UXx name #0 K birth Expiry #0 :
A o A '
Surname :

#1

Granular control/policies X Malformed credentials
)( Hiding (negative) updates
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RQ2: Verifiable Credentials Update Mechanisms

How can updates to identifying information be handled in VCs?

eoeo Credential Disputes

"@dcontext": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"
]1
"id": "http://example.com/credentials/123",
"type": ["VerifiableCredential", "DisputeCredential"],
"credentialSubject": {

"id": "http://example.com/credentials/245",

"currentStatus": "Disputed",
"statusReason": {
"avalue": "Address is out of date",
"@alanguage": "en"
b
},
"issuer": "https://example.com/people#me",
"issuanceDate": "2017-12-05T14:27:422",
"proof": {...}
}

eoeo VC Refresh Service

{

"dcontext": [

]1
"id": "http://example.edu/credentials/3732",
"type": ["VerifiableCredential", "UniversityDegreeCredential"],
"issuer": "https://example.edu/issuers/14",
"issuanceDate": "2010-01-01T19:23:242",
"credentialSubject": {
"id": "did:example:ebfeblf712ebc6flc276e12ec21",

"degree": {

"type": "BachelorDegree",

"name": "Bachelor of Science and Arts"
}

},
"refreshService": {
"id": "https://example.edu/refresh/3732",
"type": "ManualRefreshService2018"
}
b

W3C (draft) specifications §4, but: due for removal
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RQ2: Verifiable Credentials Update Mechanisms TUT

How can updates to identifying information be handled in VCs?

Updates Q2 Revocation

& General lack of research Active research topic
& Due for removal from standards Support
? Scalability

VC Updates are not as important as we thought :(

Re-issuance is adequate!
... For now.
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RQ3: Engineering Effective ldentity Credentials — Context TUT

How can we engineer effective identity credentials within the GX-Credentials project?

GX Credentials

Is a C Issue

PoC implementation gaia—x 74 PLC-AAD (E)ompany &
— mployee VCs

“establish an open and distributed data ecosystem m%m Q
a

RQ A
that supports future product development, Afha
manufacturing, and customer service”

Product Life Cycle — Across Automated Driving

1
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RQ3: Engineering Effective Identity Credentials TUT

How can we engineer effective identity credentials within the GX-Credentials project?

GX Credentials

X ID binding
X VC schema for natural subjects
X Selective Disclosure (SD)

Architecture

basis of EUropean

Reference
Framework

v

Digital
Identity

mandated by mandates

gl elDAS

Projects Security Insights

Code Issues 4 Pull requests 1 Discussions Actions

Use of ARF (EUDI wallet) techno

® Open

i sp-uwt
Simple
B mieryrronme Mature

()

The EU has chosen VC with the jwt format and the OIDC4VC protocols for authentication, issuance and exchange for VCs.

Gaia-x will also use it as it is now the EU framework for SSI throuhj the EUDI wallet. .; POSt-q u a ntu m SeCU re
er.
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RQ3: Engineering Effective Identity Credentials — Discussion TUT

Proposed Employee Credential

Id

Gaia-X Participant Schema

Participant Gaia-X Entity :
<<abstract>> > <<abstract>> | Lei Code
L
ﬁk leiCode: string -F a m 1 1 y N a m e
VAT ID .
Legal P — —
sl , s TirstName
vatld: vatiD [
=)
organisation Local Registration -
m °
legalAddress Lelated_to_oganisation registrationNumber 1 DIz Z d a t e O-F B 1 r‘t h
headQuarterAddress local: string
: : gl Eor nationalldentifier
Legal Address Headquarter Address Relationship Regitratlon e
abstract>> eori: string ﬁ e I D AS
country-code: string country-code: string type: {parent, sub} em a i 1 Ad d r\ e S S
streetAddress: string streetAddress: string EUID
postalCode: string postalCode: string did: stri
sl companyId
©
> companylLegalName
-
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RQ3: Engineering Effective Identity Credentials — Discussion TUT

? Selective Disclosure (SD)

. A& SprucelD + A - SD.XVC

DIDKit (BeaconSDK) ALTME
Wallet

I OpenlD Mandated

For PID attestations
For Verifiable Credential Issuance

(OID4VCI, Pre-Authorized Code Flow) SD-JWT VC

_,| Demo SD-JWT NEXT, + @ SD-JWT Library

VC Playground
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RQ3: Engineering Effective Identity Credentials — SD-JWT VC Demo

SEBIS @

SD-JWT VC Demo

Create, Decode, and Verify IETF SD-JWT Verifiable Credentials based on the GX-
Credentials Employee Schema

Create Verify

Signing Algorithm v

GX Employee Credential Custom Payload or Input

Encoded ccneratea so-owr
GX Employee Credential

Create a GX Employee Credential based on the schema outlined in the thesis SEEERE S ElEElii D GEER ) PRI e

Family Name First Name
Mustermann Max

ID (Employee DID)

did:pkh:tz:tz1INtv2VinD8BemPkgkPPXuVcHS1DKHj8CPm

National ID (National Identifier)

T2200001293

Date of birth Email address

59 15/11/1968 max.mustermann@example.com
Company Legal Name
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Limitations and Future Work Tum

Literature
Review &
Taxonomy

» Researcher bias
» Search results

Proposed » Ongoing development of standards and
Changes specifications

GX e Issue SD-JWT VCs
Credentials » Adopt OID4VC protocols
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Summary

RQs

Key Results

RQ1: What are the existing
solutions and proposals for

including identifying
information in VCs?

» Taxonomy of 35 SSI
approaches
 Findings
* Gov-ID dominant
* Revocation & SD

RQ2: How can updates to
identifying information be
handled in VCs?

RQ3: How can we
engineer effective identity
credentials within the GX-
Credentials project?

 Summarized
(potential) update
mechanisms

* Re-issuance is
adequate
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* Employee Identity
Credentials

* SD-JWT VC

» OID4VCI Workflow

* Demo playground
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Literature Review: Search Strings TUT

IEEE Scopus

(("Document Title": "Self-sovereign identity" OR "SSI") OR ( TITLE ( "self-sovereign identity" OR "SSI" OR "identity
("Document Title":identity management)) AND (("Full Text .AND. management" ) AND ALL ( "natural person" OR "legal person" OR
Metadata":natural person) OR ("Full Text .AND. Metadata":legal "person" ) AND ALL ( "verifiable credentials" ))

person) OR (“Full Text .AND. Metadata”.”person”)) AND ("Full
Text .AND. Metadata":"verifiable credentials"”)

ACM Scholar
(Title:("self-sovereign identity" OR "SSI" OR identity management) “verifiable credentials" “self-sovereign identity” "ldentity Management"
AND (AllField:( "natural person" OR "legal person") OR AllField: "natural person" "legal person”

("person”)) AND Full- text:("verifiable credentials")

Search
“verifiable credentials "natural person" self sovereign identity "ldentity
Management" "natural person" "legal person" person

Literature Review Overview
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Literature Review
Process

Search

Data Extraction
and Synthesis

Screening (Selection and QA)

White literature

Grey literature

E Google
: (n=21)
Total (n = 62) : Total (n = 42)
\ 4
Y - . : Import to Notion DB .| Removed duplicates
Import to Notion DB .| Removed duplicates ! (n=42) > =6
(n=62) - (n=3) H
A 4 Survey papers A 4
=7
Abstract screening |~ o= First-look screening | R i on
{n=59) ; (n=43) (n=11)
Excluded based on '
Abstract ;
(n=9) '
A4 : - 4
Selected papers Move éﬂ'"':tund o _ Selected resources
(n=43) (n=8) (n=32)
v v
Augmented WL list : Refined GL list
(n=51) . (n=24)
4
Combined list Excluded based on
(WL + GL) »  Criteria and QA
Total (n = 75) (n=17)

Y

Final list of selected
resources
Total {n = 58)
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Literature Review: Quality Assessment Table for GL

Table 4.3.: Quality assessment table for GL.

Criteria

Questions

Authority of the pro-
ducer

Is the publishing organization or author reputable and has expertise
in the area?

Methodology

Is the source supported by authoritative, documented references?

Date

Does the resource have a clearly stated date and is published during
the target period?

Relevance

Does the resource describe anything related to making a connection
from natural subjects to VC-based digital identities?

231030 Evan Christopher How to Wisely Identify Natural Subjects in Verifiable Credentials - Bachelor’s Thesis Final Presentation

Literature Review Overview
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Taxonomy Construction: Objective Ending Conditions

Objective Ending Condition

Comment

All SSI approaches found from the
survey deemed to be relevant have
been examined

No object was merged with a similar
object or split into multiple objects
in the last iteration

At least one object is classified under
every characteristic of every dimen-
sion

No new dimensions or characteris-
tics were added in the last iteration

No dimensions or characteristics
were merged or split in the last
iteration

Every dimension is unique and not
repeated

Every characteristic is unique within
its dimension

Each combination of characteristics
is unique and is not repeated

The survey includes both WL and GL. Both of these sources to-
gether provide an initial total of 92 SSI approaches before further
refinement. Nevertheless, it is still considered an extensive sam-
ple that encapsulates existing SSI approaches since the inception
of the concept.

If objects were merged or split, then we need to examine the
impact of these changes and determine if changes need to be
made in the dimensions, characteristics, or the assigned objects.

Should an object be unassignable to a characteristic due to in-
complete information, it will be assigned to an "unspecified’ char-
acteristic instead of making assumptions about the object and
sacrificing objectivity.

If new dimensions were found, then more characteristics of the
dimensions may be identified and vice versa. Adding new dimen-
sions might also entail the deletion of other dimensions deemed
superfluous.

The merging or splitting of dimensions or characteristics will
have effects on the rest of the taxonomy. Its impact should be
considered and changes made accordingly.

Duplicate dimensions need to be removed as they do not increase
the value of the taxonomy.

The removal of duplicate characteristics is necessary as we might
have several dimensions with an "unspecified" characteristic.

If cells are not unique, then there is redundancy/duplication in
cells that need to be eliminated

231030 Evan Christopher How to Wisely Identify Natural Subjects in Verifiable Credentials - Bachelor’s Thesis Final Presentation
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Taxonomy Construction: Subjective Ending Conditions TUT

Subjective Ending Condition Comment

Concise The taxonomy should be informative without being overwhelming.
We followed the suggested rule of thumb of seven plus minus two
dimensions, but this isn’t an objective ending condition, meaning
the number can be exceeded if the addition of dimensions is
deemed necessary.

Robust The combination of dimensions and characteristics should be
chosen to provide informative differentiation among objects of
interest.

Comprehensive The taxonomy is considered to be comprehensive once all dimen-

sions of all objects of interest are identified, namely all relevant
attributes of an identification approach for SSI solutions.

Extendible Taxonomy extensibility is kept in mind during its construction to
keep up with the rapid development in the SSI space. Should new
information or details surface, the "unspecified" characteristic
can be removed and replaced with new identified characteristics.
New dimensions could also be added to extend the taxonomy.

Explanatory We want to create a taxonomy that provides sufficient details on
user identification approaches within the SSI context, including
technical and non-technical information.

Taxonomy Construction Overview
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Taxonomy

Table 5.3.: Proposed Taxonomy of SSI Approaches

Non-exclusive/

. E N N N N N N E E
Exclusive
PII PII Identification Identification | Projected Cost vC Schema | Selective | Credential
SSI approaches Location | Type Data Source Authority per User Format | Standard | Disclosure | Revocation
. !
B ] |E
= g 21 & $
2|8 |8 |% o | %
E B = 3 + 18
AR AR 38| = < |3 o
g 2l |8]s S[eIE(E|B| |8|2|& 2|8 :
IR EEINEE 1818|185 |3(2|%|0lolE|E o g
AR RHHE IR B E R B E: :
sl E |2|e8lElelElale|BllElZ B8 lBlO|8|E|E 5] § | @ 2
i) = s|lE|o|lo|l8|8|le|ls|g8|lB || 2|83 Sl A s 8 2 5] ) o|.2 =
n| A |z|dd|o|Z|A|a|Z|D|d|E|v|L|o|la|eg|D |3 E Dlh| B |5 Z =lz| D
Civic X X [x|x|x|x|Xx X | x X | X X | X X X X
Jolocom X X | x X | X X X X X X
Midy (Evernym) X X X X X X X X X X
Soltani et al. [112] X X | X|Xx X X X X X X
MediLinker X X | X|X|Xx X X X X X X
Alastria ID X X X | X X X | x X X X X
Tahlil et al. [49] X X X X X X X X X
Blockcerts X X X X X X X X X
Cosmos Cash X X X X X | x X X X
Dock X X [xX|x|[x|x X X | x X | x X X X
Saidi et al. [113] X X X X X X X X X
Herbkle et al. [114] X X | X X X X | x X X X
Hamer et al. [115] X X X X X | x X X X
Stockburger et al. [116] | x X | x| x X | X X X X X
Wang et al. [117] X X | X X X X X X X
Weldentity X X | X X X | X X X X
Xu et al. [118] X X X X X X X X X
M. Morosi [119] X X X X X | x X X X
C. Sehlke [26] X X X | X X | X X X X X
Trinsic X X | X|X|X|X X X X | x X X X
VallD X X | X X X X X X X X
Altme X X X | x X X X X | x X X X X
Datakeeper X X X |x|x X X | X X X X X
Gataca.io X X|x|x|x|x|X X X | x X | x X X X X
GlobalID X X [x|x|x|x|x X | X X X X X X
Indicio Proven X X | X|X|xX|x|X X X X X X X
Lissi X X|xX|X|X X X | X X X X X
Mattr X X|X|X|X|X X X X X X X X
Meeco X X | x X X X X X X X
Verida X X X | X X X X X X X
VIDchain b'd X X X X X X X X X
Walt.id X X | X X X X | x X X X X
Belchior et al. [120] X X X X | X X X X X
Rahman et al. [121] X X X X X X X X X
Satybaldy et al. [122] X X | X |xX|X X X | x X X X
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Proposed GX
Employee
Credential

Property Description eIDAS Minimum Data Set
Property and Description
id Defines the DID of the employee X
familyName Defines the current family name(s) of the | v, current family name
employee
firstName Defines the current first name(s) of the | v, current first name
employee
dateOfBirth Defines the date of birth of the employee | v/, date of birth
nationalldentifier Defines the unique national identifier of | v, uniqueness identifier
the employee
emailAddress Defines the employee’s email address X
according to the company’s domain name
used for correspondence
companyId Defines the ID (DID) of the issuing com- | X
pany
companyLegalName Defines the legal name of the company | v, current legal name

that issued the employee credential

companylLegalIdentifier

Legal identifier as proposed by [165], in
our case derived from the employee’s VAT
identification number

v/, as the ID may be derived
from VAT registration num-
ber, tax reference number,
LEI, EORI, SIC (the identi-
fier related to Article 3(1)
of Directive 2009/101/EC
of the European Parliament
and of the Council), SEED
(excise number provided in
Article 2(12) of Council Reg-
ulation (EC) No 389/2012)
[102].

Table 7.2.: Identity Attributes Included in the Proposed GX Employee Credential

231030 Evan Christopher How to Wisely Identify Natural Subjects in Verifiable Credentials - Bachelor’s Thesis Final Presentation
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Employee Credential Issuance in GX-Credentials with OID4VCI Pre-

Authorized Code Flow

:Employee :Wallet GX C;e:)(:)entlals :Company
D (1) Apply for an employee credential > E

: : (2) Store employee credential :
! ! application in DB !
s s < s

alt / . -
E : (3.a) Reject employee application
5 5 <
! ! (3.b) Accept employee application
E E (4) Credential offer
: " <. (Pre-Authorized Code)
E Interacts
R LR L e LR TP >

(5) OIDC4VCI Token Request Y

OID4VCI token
(access_token)

< ___________________________

(6) Credential Request
(access_token, proof(s))

Employee Credential
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Library Evaluation

Library or Reference SD Ease of | Documentation | Test Programming GitHub

Implementation Draft Use cases | Language Stars
version

christianpaquin/sd-jwt 3 Medium | Good v TypeScript 12

[171]

berendsliechtrecht/sd-jwt- 5* Medium | None v TypeScript 6

ts [172]

chike0905/sd-jwt-ts [173] 2 Medium | Good v TypeScript 5

Meeco/sd-jwt-vc [174] 5 Easy Very Good v TypeScript 0

transmute-industries/vc- 5* Medium | Good v TypeScript 3

Jjwt-sd [175]

openwallet-foundation- 5 Medium | Very Good v Python 4

labs/sd-jwt-python [176]

authlete/sd-jwt [177] 4 Easy Very Good v Java 13

walt-id/waltid-sd-jwt [178] 4 Medium | Good v Kotlin 7

(Multiplatform)

Table 7.3.: Evaluation of SD-JWT Libraries
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SD-JWT VCs Tum

SD-JWT VC Delimiter (~) Disclosures

~WyJ3SDFNOW16bUtPejVaclVweUpBVjBRIiwgInBob251X251bWJ1ciIsICIrM
S@yODEtMzMwLTgwMDQiXQ
["wWH1[...]6Q", "phone number"”, "+1-281-330-8004"]
Header {"alg": "ES256"}. Disclosure Digests
{ ~WyJIMZmgOMGZNandpY2N6SzFuS3MOQ1ldRIiwgImZhbWlseVOuYW11IiwgI1l1d

lI_Sdll : [ /de
“2YLqID8W_5_sAI3q7sqSKz7pnc90UyZnMNMuC9qo4]c”, [ "Lfh40fMjwicczKInKs4BWQ", "family name", "Yew"]
“4AZpBoE4oKV2RybjapsdshmlSyimega_vawamQ-k",/ -

"6ttY4qE11X20bzdtP_5XYHo-2-z_pQBx-tvTicmQc7I"5-— | _ly3QQm1rSDh2Y2ZUVFp@M3RRMD1keWlnIiwgImVtYW1sIiwgIm95QGVAYW1lwb

Payload "77p0Gqg72yulU85DcjMQF91vdO8NVE LU-sZOti4Q18xY"\,\ GUUY29tI10
"iss": "https://example.com/issuer",

~WyJHV1BXMFROZFFaejRicFROM3IXSzhBIiwgImdpdmVuX25hbWUilLCAiT2xpd
mUiXQ
[ "GVPWOTtdQZz4bpTN3rWk8A", "given_name", "Olive"]

"iat": 1679451094,
"exp": 1679451994,
" sd_alg": "sha-256"

Sianature }U770<--SIGNATURE-->Xde ~WyJ5U2NqROILa@otTGI5SSNUZOHBZNFZ3IiwgImJpcnROZGFOZSISICIXOTk2L
9 ) TA1LTMxI10O

["yScjGBKRI-Lb9Ju38pY4vw", "birthdate", "1996-05-31"]
l |1 | 1 ]

Nonce Key Value

Disclosure Array

SD-JWT VC Overview Image source: https.//datatracker.ietf.org/meeting/117/materials/slides-117-oauth-sessb-sd-jwt-00
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SD-JWT VC

Demo Ul (1/5 SD-JWT VC Demo

Create, Decode, and Verify IETF SD-JWT Verifiable Credentials based on the
GX-Credentials Employee Schema

Create

GX Employee Credential Custom Payload or Input

GX Employee Credential

Create a GX Employee Credential based on the schema outlined in the thesis
Family Name First Name
Mustermann Max
ID (Employee DID)
did:pkh:tz:tzINtv2VinD8BemPkgkPPXuVcHS1DKH]8CPm
National ID (National Identifier)
T220001293
Date of birth Email address
B 06/01/1973 max.mustermann@example.com
Company Legal Name
Not a Company AG
Company ID (DID of the issuing company)
did:pkh:tz:tzIUGLNVUj5fbKvjoUJORPZFrUUFSXK4rRYS
Company Legal Identifier

did:elsi:VATBE-0762747721

Submit

Issuer Key Pair

Pick a signing algorithm to generate a key used for signing, or provide your own keys in
JWK format
Public Key

"Ed25519","x":"_gtdDWjlzRu4N1uB84QQ0h4sQD8jA-
GzgznL3oJIfnU","kty":"OKP"}

Private Key

"v14CDN_Iq5HzH1kJFPQY_85VVCHSRWe_JwWDxfOmDCE","x"
dDWjlzRu4N1uB84QQ0h4sQD8jA-GzqznL 3oJIfnU""kty":"OKP"}

SD-JWT Employee VCs for Gaia-X Federation Services
Powered by “Meeco SD-JWT-VC

231030 Evan Christopher How to Wisely Identify Natural Subjects in Verifiable Credentials - Bachelor’s Thesis Final Presentation

Verify

Encoded ceneratea so-wr

eyJ0eXAiOiJ2YytzZC1qd3QiLCIhbGCiOiJFZERTQSJ9.eyJpYXQIOJE20TczMTIZODYwW
OTeslmNuZil6eyJgd2siOnsiY3J2(joiRWQYNTUxOSIsIngiOiJfZ3RKRFdgSXpSATROMX
VCODRRUTBoNHNRRDhqQS1HenF6bkwzb0OpJZmS5Viiwia3R51joiTOtQIN19LCJpc3MiO
iJodHRwczovL2VAYW1wbGUUY29tL 21zc3VIcilsInRScGUIOiJFbXBsb3IIZUNYZWRIbnR
PYWwILCJfc2QiOlsiWmOINFBYQ1ItZVZOam5MQ2t2bENNTUZIcUt1bUFFQXBXQVRKR
1FUZVIzbylsimZVUEtJdUZjZE9rMWRsSU5hUS1IMGOjUEIMYnIf TUMtQOhseHVLNjRhb
XMiLCJoZE9ZQKN2YXQxSWhOZWtRZFJnY1IUNHZheEZXLW15ZVJIFSkpYQWXM1VZIi
wieVFXd2h1c2xPVjBzMDJsblhKUC11Yy1sVGtSdDJGY 29RQmITdFc1Sk9CcylsliZrSkRs
QOZRAXFMaFIrTGxYMEw3bS10YURRajY5dWJ6UUZfUk1CVDdhRKOILCJWdGXICRZZU
d2enVgbXFCY1UOR1JOZUdURNh6STIMREtIMK1VdHdLQMOVIiwiUGNBczFDVE83NXN
0UTZXdjZQQWRQRXcOcWVKcHcObHRYUGOHV2ZRTTNWUSIsIkTvbGIMZnB5cOJuV1l
tVjhSaVNBRTRrNVg4RmIrbVdCdzgwUnNaUWFFamciLCJuMXFxNnJOZmtTU19QMOx
YCESSTjFVRmMF4MjhkbVIISTFQbkloNUNMN2tnII19.YumQfk79q0n__UA_xWjCcT34alw
1xMkZzTs6tep25G7ZSiduN1zS9zW_S3Nbj-
VizRNAfM4_i9u9crfDSeAtBA~WyJaQ2JWUNFObIVIUERTUESriwiZW1wbG95ZWVJZC
IsimRpZDpwa2g6dHo6dHoxTnR2MIZpbkQ4QmVtUGtxalBQWHVWYOhTMURLSGo4Q
1Btll0O~Wyl0TOs0YmpvOEJvbUFza2JtliwiZmFtaWx5TmFtZSIsIk11c3RIcmThbm4iXQ~
WyJTU2prQIIOWmNITXU2S25DliwiZmlyc3ROYW1IliwiTWF4110~WyJFWmh3Ym13dIB2
aU9NSO0JBIiwiZGFOZU9mQmIydGgiLCIxOTczLTAXLTATVDIZOjAWOJAWLJAWMFoIXQ~W
yJ2WTNMMmVoRmS5oNGOUYUV1liwibmF0aW9uYWxJZGVudGIimaWVyliwiVDlyMDAw
MTISMyJd~WyJacnYxSGhvRmdFRmJ3QXkOliwiZW1haWxBZGRyZXNzliwibWF4Lm11c
3RIcm1hbmSAZXhhbXBsZS5jb20iXQ~WyJkenMOVTRyREhGVHRUS 3FjliwiY29tcGFue
UlkliwiZGIkOnRraDn0ein0eiF VROXOVIVANWZiS37ab1VKOV.IQWKZVWXVGNVHL NH.IS

Payload SD Claims

Payload The entire SD-JWT Payload

d25519",
gtdDWjlzRu4N1uB84QQ0h4sQD8jA-GzqznL 3oJIfnU",
“OKP"

KP"

tps://example.com/issuer”,
EmployeeCredential®,

"fUPKIuFcdOk1dIINaQ-e0ocPIfby_MC-CHIxuK64ams",
"hdOYBCvat1lhNekQdRgcYn4dvaxFq-myeREJIXAKW3UY",
"yQWwhuslOV0s02InXJP-He-ITkyt2FcoQBbStWS5JOBS",
"Vk.IDICFQual hYkl IX0I 7m-haDQif9uh7QF RMRT7aFM"

Create Verifiable Presentation

2
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SD-JWT VC

Demo Ul

2/5

SEBIS @

SD-JWT VC Demo

Create, Decode, and Verify IETF SD-JWT Verifiable Credentials based ol
GX-Credentials Employee Schema

Create

GX Employee Credential Custom Payload or Input

Custom Payload or Input

Specify your own payload to be signed (in JSON) or view the payload created from the GX
Employee Credential form.

Payload
{

“type": "EmployeeCredential",
“employeeld": "did:pkh:tz:tzINtv2VinD8BemPkqkPPXuVcHS1DKHj8CPm",
"familyName' ustermann"”,
irstName": "Max",
"dateOfBirth": "1973-01-05T23:
“"nationalldentifier": "T220001293"
"emailAddress": "max.mustermann@example.col
“companyld": pkh:tz:tz1TUGLNVU]5fbKvjoUJORPZFrUUF5SXK4rRYS",
“"companyName": "Not a Company AG",
“companyLegalldentifier": "did:elsi:VATBE-0762747721"

Disclosures

Specify which claims in the SD-JWT VC you want to be selectively disclosable here

{

“_sd" [
"employeeld",
“familyName",
firstName",
"dateOfBirth'
“nationalldentifies
"emailAddress",

Issuer Key Pair

Pick a signing algorithm to generate a key used for signing, or provide your own keys in
JWK format.
Public Key

{"crv":"Ed25519","x":"_gtdDWjlzRu4N1uB84QQ0h4sQD8jA-
GzqznL3oJifnU","kty":"OKP"}

Private Key

{"crv":"Ed25519"; 'V14CDN_lq5HzH1kJFPqY_85VVCHSRWe_JwWDxfOmDcE
dDWjizRu4N1uB84QQ0h4sQD8jA-GzqznL3oJIfnU", "kty":"OKP"}

SD-JWT Employee VCs for Gaia-X Federation Services
Powered by “Meeco SD-JWT-VC

Verify

Encoded cenerstea so-wr

eyJOeXAiOiJ2YytzZC1qd3QiLCIhbGciOiJFZERTQSJ9.eyJpYXQIOJE20TczMTI3ODYwW
OTcslmNuZilBeyJqd2siOnsiY 3J2ljoiRWQyNTUxOSIsIngiOiJfZ3RKRFdgSXpSAdTROMX
VCODRRUTBoNHNRRDhqQS1HenF6bkwzb0pJZm5Viiwia3RS51joiTOtQIN19LCIpc3MIO
iJodHRwczovL2V4YW1wbGUuY29tL 21zc3VIcilsInR5cGUIOiJFbXBsb3IIZUNYyZWRIbnR
PYWwiLCJfc2QiOlsiWmOTNFBYQ1ItZVZOamSMQ2t2bENNTUZIcUt1bUFFQXBXQVRKR
1FUZVIzbylsImZVUEtJdUZjZESrMWRsSUShUSTIMGOjUEIMYnIf TUMtQOhseHVLNjRhb
XMiILCJOZEOZQKN2YXQxSWhOZWtRZFInY1IUNHZheEZXLW15ZVJIFSkpY QWIXM1VZIi
wieVFXd2h1c2xPVjBzMDJsblhKUC1IYy1sVGt5dDJGY29RQmITdFc1Sk9CcyIsIiZrSkRs
QOZRAXFMaFIrTGxYMEw3bS10Y URRajY5dWJBUUZfUK1CVDAhRKOILCJWdGxICjRZZU
d2enVgbXFCYTUOR1JOZUdURNhESTIMREtIMK1VdHALQMOVIiwiUGNBczFDVE83NXN
oUTZXdjZQQWRQRXcOcWVKcHcObHRYUGOHV2ZRTTNWUSIsIk1vbGIMZnBS5c0Juv1l
tVjhSaVNBRTRrNVg4RmirbVdCdzgwUnNaUWFFamciLCJUMXFXNnJOZmtTU19QMOx
YCESS5TjFVRMF4MjhkbVIISTFQbkloNUNMN2tnll19.YumQfk79q0n__UA_xWjCcT34alw
1XMkZzTs6tep25G7ZSiduN1zS9zW_S3Nbj-
VizRNAfM4_i9u9crfDSeAtBA~WyJaQ2JWUNFObIVIUERTUEQrliwiZW1wbG95ZWVJZC
IsimRpZDpwa2g6dHo6dHoxTnR2MIZpbkQ4QmVtUGtxalBQWHVWYOhTMURLSG0o4Q
1Btll0~Wyl0TOs0YmpvOEJvbUFZza2JtliwiZmFtaWx5TmFtZSIslk11c3Ricm1hbm4iXQ~
WyJTU2prQIIOWmNITXU2S25DliwiZmlyc3ROYW1lliwi TWF 4110~WyJFWmh3Ym13dIB2
aU9NS0JBIiwiZGFOZU9mMQmIydGgiLCIxOTczLTAXLTA1VDIzOjAwOJAWLJAWMFOIXQ~W
yJ2WTNMMmVoRm50NGOUYUV1liwibmF0aW9uYWxJZGVudGImaWVyliwiVDlyMDAw
MTI5MyJd~WyJacnYxSGhvRmdFRmJ3QXkOliwiZW1haWxBZGRyZXNzliwibWF4Lm11c
3RIcm1hbmS5AZXhhbXBsZS5jb20iXQ~WyJkenMOVTRYREhGVHRUS3FjliwiY29tcGFue
UlkliwiZGIkOnBraDn0ein0eiFVROXOVIVaNWZiS37ab1VKOV.JQWKZvVXVGNVhL NH.IS

Payload SD Claims

SD Claims Selectively (un)disclosable claims from the payload

"employeeld": {
"_sd": "Zm54PXCYmeVNjnLCkvICgMFeqKumAEApWATJGQTeR30"
b
"familyName": {
sd": "fUPKIuFcdOk1dIINaQ-eOocPIfby_MC-CHIxuK64ams"

“firstName": {
"_sd": "hdOYBCvat1lhNekQdRgcYn4vaxFq-myeREJJXAKW3UY"

b
"dateOfBirth": {
"_sd": "yQWwhuslOV0s02InXJP-Hc-ITkyt2FcoQBb5tW5JOBs"
L
“nationalldentifier": {
"VKJDICFQuQLhYKLIXOL7m-haDQj69ubzQF_RMBT7aFM"

Create Verifiable Presentation
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SD-JWT VC Demo Ul (3/5)

Create an SD-JWT Verifiable Presentation

To present your SD-JWT VC to the verifier, configure the following options.

Disclosures ® Encoded

did:pkh:tz:tzINtv2VinD8BemPkqkPPXuVcHS1DKH|8CPm eyJOeXAiOiJZYytzZC1qd3QiL.CJhbGciOi.'JFZE'RTQS.VJQ..eprYXQinE
WyJaQ2JWURFObIVIUERTUESriwiZW1wbGO5ZWVJZCISImR... 20TczMTI30DYwOTcsImNuZil6eyJgd2siOnsiY3J2ljoiRWQyNTUxO
SlsIngiOiJfZ3RKRFAqSXpSdTROMXVCODRRUTBoONHNRRDhqQS1H

enF6bkwzb0pJZm5VIiwia3R51joiT0tQIn19LCJpc3MiOiJodHRwczo
Mustermann vL2VAYW1wbGUuY29tL21zc3VIcilsInRScGUiOiJFbXBsb3IIZUNyZW
WyIOTOS0YmpvOEJvbUFza2JtiwiZmFtaWx5TmFtZSIsIk11c3.. RIbnRpYWwiLCJfc2QiOlsiWmO1NFBYQ1ItZVZOamSMQ2t2bENnTU
ZIcUt1bUFFQXBXQVRKR1FUZVIzbylsiImZVUEtJdUZjZE9rMWRsSU5

hUS1IMGSYjJUEIMYnIf TUMtQOhseHVLNjRhbXMiLCJOZE9ZQKN2YXQ

Holder Public Key '6) XSWhOZWtRZFJnY1luNHZheEZXLW15ZVJFSkpYQWtXM1VZliwieVF
Xd2h1c2xPVjBzMDJsblhKUC1lYy1sVGt5dDJGY29RQmI1dFc1Sk9C

{"kty":"EC""x":"zZQBmgNgKRIGEqTJX6CNsv1kT3RgbXivyXbYCC50Kq| cylsliZrSkRsQOZRAXFMaFIrTGxYMEw3bS10YURRajY5dWJ6EUUZfU
0""y":"ukq7WgkzmJFeuEcTHVHK_cQrTIXGv1VJvkjyAWrfL7U""crv":"P- k1CVDdhRKkOiLCJwdGxIcjRZZUd2enVqbXFCY1UOR1JOZUdURNh6S
256"} 1ImREtIMk1VdHdLQmMOVIiwiUGNBczFDVE83NXNoUTZXdjZQQWRQ

4 RXcOcWVKcHcObHRYUGOHV2ZRTTNWUSIslk1vbGIMZnB5c0JuV1l

Holder Private Key '6) tVjhSaVNBRTRrNVg4RmirbVdCdzgwUnNaUWFFamciLCJuMXFxNn
JOZmtTU19QMOXYCES5TjFVRmMF4MjhkbVIISTFQbkloNUNMN2tnlII1

{"kty":"EC","x":"zQBmgNgKRIGEqTJX6CNsv1kT3RgbXivyXbYCC50Kql 9.YumQfk7990n__UA_xWjCcT34aJw1xMkZzTs6tep25G7ZSiduN1z

0""y":"ukq7WagkzmJFeuEcTHVHK_cQrTIXGvIVJVKjyAWrfL7U" "crv":"P- $9zW_S3Nbj-

256" "d":"Ztvj5KqKbFqVIQaXBt4ifypT35sKlg2phm3f_cClgbk"} VizRNAfM4_i9u9crfDSeAtBA~WyJaQ2JWUNFODbIVIUERTUESrliwiZ

Z W1wbG95ZWVJZClsimRpZDpwa2g6dHo6dHoxThR2MIZpbkQ4Qm

Holder Key Pair Algorithm ® Nonce 0) VtUGtxalBQWHVWYOhTMURLSG04Q1BtlI0~Wyl0T0sOYmpvOEJv
bUFza2JtliwiZmFtaWx5TmFtZSlIslk11c3RIcmlhbm4iXQ~WyJTU2pr

ES256 S/+JbAk67wWoKOP1psU2UuQ== QIOWmMNITXU2S25DliwiZmlyc3ROYW1lliwiTWF4Il0~WyJFWmh3Y
m13dIB2aU9NS0JBIiwiZGFOZU9mQmIydGgiLCIxOTczLTAXLTATVDI

'6) z0OjAWOjAWLjAWMF0iXQ~WyJ2WTNMMmVoRm50NGOUYUV1liwib
mF0aW9uYWxJZGVudGImaWVyliwiVDlyMDAWMTISMyJd~WyJacn
https://example.com/verifierUrl YxSGhvRmdFRmJ3QXkO0liwiZW1haWxBZGRyZXNzliwibWF4Lm11c3

P Al e e P ATV L L/ P a7 O ANANA WAL e e A ANV TALACL AL RO Z

Audience (verifier)

Present
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SD-JWT VC
Demo Ul (4/5

SEBIS @

SD-JWT VC Demo

Create, Decode, and Verify IETF SD-JWT Verifiable Credentials based on the
GX-Credentials Employee Schema

Encoded cncodea so-wr ve.

eyJ0eXAiOiJ2YytzZC1qd3QiLCIhbGCiOiJFZERTQSJ9.eyJpYXQiOjE20TczMTISNZMyMDAs
ImNuZil6eyJqd2siOnsia3R5ljoiRUMILCJ4ljoielFCbWdOZ0tSSUdFcVRKWDZDTnN2MWtUM
1JnYlhpdnlYYIIDQzVvS3FsMClsInkiOiJ1a3E3V3Frem1KRmVIRWNUSHZIa19jUXJUSVhHd]j
FWSnZranIBV3JmTDdVIiwiY3J2ljoiUCOyNTYifX0sImlzcyl6lmhOdHBzOi8vZXhhbXBsZS5jb
20vaXNzdWVyliwidHIwZSI61kVtcGxveWVIQ3JIZGVudGlhbClslI9zZCI6WyJ JaFVZdjJRODJ
ZeXIONGIaVO0I2Rnc5SNXpkWW82NO5LMXVxXSDIVbXATR19JIiwiVW50VGszN3hLeE8TU2M1
RHFuUZnp30GV0SnA0dHIXMDVCVIIPTOJNS]ZPNCIsinpgbTJCUEIaOXI4ANWwtenJkMDZ0a0
hwZzFIVmx5dkpzVTZFRTFrdUZXMEEILCJmaUdQTIFFSWxiRmVpQmxtdHgySnZBdnNaYjZ
FdkpzcTB5RnIzcWVTcWZrliwiektTZ2dGNGOgNUFpbU02ek0yQ1VNRDFnbEhVTORIEVNBY
IAyTUZDczctaylsInpmOEdSNIFZNWtZZnJKOTc2d 0ty T2tkLWpkMVJOQVBS5X1RiIR21a0ThC
XzQILCJqQ2ZiNDdISHR3ZzBHbm16VWtQUGFSLTVUbDIIdGpTSUPINEIBQTIOUGFFliwiQzd
IWG9EWXhLZnRYNFNUUEEWd2NLMVImaUx1UmowQzg1VKNRMk8ycXFmbylsinpVaGNNW
VQ4UER5cmpsWXVFUkwOMmJBSEWOMXpmXzNoZ2ZEc250ZFNXNjAiIXX0.uAEoXUYpIVp
tuUwnWUKSCymJTimjNQaQN5CPqCD3bw_8pb4RIz4Mt2RIxafuHTxfYRCMvFtumG2X4p1
DpETHCw~eyJ0eXAiOiJrYitqd3QiLCJhbGciOiJFUzITNiJ9.eyJhdWQiOiJodHRwczovL 2VAY
W1wbGUuY29tL3ZIcmimaWVyVXJsliwibm9uY2UiOiJTLytKYkFrNjd3bOtPUDFwc1UyVXVR
PTOILCJpYXQiOjE20TczMTISNzM3MDd9.vLvSHh8QhZ24UjbWiTVQegNglpdKJUCKRHmv_
fOkoega8UDd55zB0rorc11fCmY2ViuOPCR9kKOKYE-rP1Wipjg

Holder Key Binding JWT

Key Binding JWT Header

{
“typ": "kb+jwt",

Key Binding JWT Payload

{
"au https://example.com/verifierUr|
"nonce": "S/+JbAk67woKOP1psU2UuQ==
"iat": 1697312973707

SD-JWT Employee VCs for Gaia-X Federation Services
Powered by “Meeco SD-JWT-VC

Verify

Decoded

Header Header of the sp-owT v

c+sd-jwt",
: "EdDSA"

Payload SD Claims Disclosures

Included Disclosures

All disclosed claims from the VC or VP issued by issuer or holder.

Mustermann Disclosure value
WyI0TOs0YmpvOEJvbUFza2JtliwiZmFtaWx5TmFtZSIslk11c3RIcm1hbm4iXQ

Max Disclosure value
WyJTU2prQIIOWmNITXU2S25DliwiZmlyc3ROYW1lliwiTWF4II0

Not a Company AG Disclosure value
WyJTeE1KbTVGbmRZSW10WGMwIiwiY29tcGFueU5hbWUILCJOb3QgYSBDb21wYWSSIEFHIIO
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SD-JWT VC Demo Ul (5/5

Payload
This is a JSON graph of the corresponding JSON object.

. wECe
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type: "EmployeeCredential" "'P-256"
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