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Motivation – Credentials

3

Verifiable Credentials (digital)Physical Credentials
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Research Questions
RQ1  What are the existing solutions and proposals for including identifying information in VCs?  

A. How are identifying information included in VCs from these existing solutions?  

B. How do the existing approaches compare? 

RQ2  How can updates to identifying information be handled in VCs?  

RQ3  How can we engineer effective identity credentials within the GX-Credentials project?  

A. Should the existing schema be revised, and which identity attributes need to be included? 

B. How can the GX-Credentials project be extended to facilitate the revised identity credential?

4© sebis

Literature 
survey, 
Taxonomy

Design/ 
implement
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RQ1: Methodology

What are the existing solutions and proposals for including identifying information in VCs?  

1. (Adapted) Multivocal Literature Review (MLR) [1] 
• Find existing approaches from white and grey literature (blogs, documentation, etc.) 
• Used for planning – data extraction 

2. Nickerson et al. [2] 
• Create a taxonomy to differentiate existing approaches 
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[1] Garousi, V., Felderer, M., & Mäntylä, M. V. (2019). Guidelines for including grey literature and conducting multivocal literature reviews in software engineering. Information and software technology, 106, 101-121.

[2] Nickerson, R., Varshney, U. & Muntermann, J. A method for taxonomy development and its application in information systems. Eur J Inf Syst 22, 336–359 (2013). https://doi.org/10.1057/ejis.2012.26 

Literature  
Review

Extract SSI 
approaches

Construct 
Taxonomy

MLR Nickerson et al.
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Literatur Extract ConstrucRQ1: Methodology – Literature Review
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• Keywords 
• Self-sovereign Identity (SSI), identity management, natural 

person, legal person, person, verifiable credentials 
• Databases 

• IEEE, ACM, Scopus, Google Scholar, Google Search 
• Inclusion Criteria (IC) 

• IC-1 Papers that include natural subjects in VCs.  
• IC-2 Papers that are accessible through institutional login.  

• Exclusion Criteria (EC) 
• EC-1 Papers without sufficient technical details or 

processes. 
• EC-2 Papers that focus on domains that do not involve 

natural subjects. 
• EC-3* Survey papers. 

• Quality Assessment Table used as IC/EC for Grey Literature  
• Documented in a Notion database

* Consider surveys found in WL as GL

Final Set

White 
Literature

Literature  
Review

Extract SSI 
approaches

Construct 
Taxonomy

Grey 
Literature

Combined 
(WL + GL)

58 Literary 
Sources

62 42

Screening

IC/EC + QA

Complete LR Process
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92 SSI 
Approaches

Extract



RQ1: Methodology – Taxonomy Construction

• Iterative process 
• End? When Ending Conditions (objective and subjective) 

are fulfilled 
• Approaches 

• Conceptual and Empirical 
• Meta-characteristic 

• Most comprehensive characteristic of all potential 
characteristics in the taxonomy
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Chosen Meta-Characteristic: 
Characteristics of user identification approaches in 
SSI such as how the user’s PII is included, the data 
flow, formats, identity verification, management, and 
storage location. 

• Objects of Interest 
• Initial pool of 92 approaches → Final set: 35 approaches 
• Removed solutions that are: 

• not end-user (natural subject) identification 
• not using VCs 
• non-SSI 
• incomplete/deprecated

Literature  
Review

Extract SSI 
approaches

Construct 
Taxonomy
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RQ1: Proposed Taxonomy
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Dimensions Characteristics E/N*

PII Location Standalone Bundled E

PII Type Natural Alternative N

Identification Data 
Source Gov-ID Non-Gov-ID Biometrics PoP None Unspecified N

Identification Authority End-user-asserted Third-party-asserted SSI-Integrator-asserted First-party-asserted N

Projected Cost Per User Free Per-issuance + operation Recurring base fee Unspecified N

VC Format LDP-VC JWT-VC Unspecified N

Schema Standard Standardized Flexible N

Selective Disclosure Yes No E

Credential Revocation Yes No Unspecified E

* Exclusivity of the dimension. E = exclusive, N = non-exclusive characteristics
Complete Taxonomy Assignment 
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Dimensions Characteristics E/N*

PII Location Standalone Bundled E

PII Type Natural Alternative N

Identification Data 
Source Gov-ID Non-Gov-ID Biometrics PoP None Unspecified N

Identification 
Authority

End-user-
asserted

Third-party-
asserted SSI-Integrator-asserted First-party-asserted N

Projected Cost Per 
User Free Per-issuance + operation Recurring base fee Unspecified N

VC Format LDP-VC JWT-VC Unspecified N

Schema Standard Standardized Flexible N

Selective 
Disclosure Yes No E

Credential 
Revocation

Yes No Unspecified E

RQ1: Proposed Taxonomy – Example of an SSI Approach: Altme
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Liveness check

…

Documents

(LD-Proof)

Custom 
Schema

FreeRevocationSelective 
Disclosure
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C
S

RQ1: Proposed Taxonomy – Example Assignment
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Dimensions Characteristics E/N*

PII Location Standalone Bundled E

PII Type Natural Alternative N

Identification Data 
Source Gov-ID Non-Gov-ID Biometrics PoP None Unspecified N

Identification 
Authority

End-user-
asserted Third-party-asserted SSI-Integrator-asserted First-party-asserted N

Projected Cost Per 
User Free Per-issuance + operation Recurring base fee Unspecified N

VC Format LDP-VC JWT-VC Unspecified N

Schema Standard Standardized Flexible N

Selective Disclosure Yes No E

Credential 
Revocation Yes No Unspecified E

* Exclusivity of the dimension. E = exclusive, N = non-exclusive characteristics
Complete Taxonomy Assignment 
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Dimensions Characteristics E/N*

PII Location Standalone Bundled E

PII Type Natural Alternative N

Identification Data 
Source Gov-ID Non-Gov-ID Biometrics PoP None Unspecified N

Identification 
Authority

End-user-
asserted Third-party-asserted SSI-Integrator-asserted First-party-asserted N

Projected Cost Per 
User Free Per-issuance + operation Recurring base fee Unspecified N

VC Format LDP-VC JWT-VC Unspecified N

Schema Standard Standardized Flexible N

Selective Disclosure Yes No E

Credential 
Revocation Yes No Unspecified E

*Assigned 
Characteristics



RQ1: Proposed Taxonomy – Discussion on Characteristics
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Identification  
Data Source

VC Format Selective  
Disclosure

Revocation

(LD-Proof)
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Custom 
Schema

Schema  
Standard

Complete Taxonomy Assignment 

Dimensions Characteristics E/N*

PII Location Standalone Bundled E

PII Type Natural Alternative N

Identification Data 
Source Gov-ID Non-Gov-ID Biometrics PoP None Unspecified N

Identification 
Authority

End-user-
asserted

Third-party-
asserted SSI-Integrator-asserted First-party-asserted N

Projected Cost Per 
User Free Per-issuance + operation Recurring base fee Unspecified N

VC Format LDP-VC JWT-VC Unspecified N

Schema Standard Standardized Flexible N

Selective 
Disclosure Yes No E

Credential 
Revocation

Yes No Unspecified E



RQ2: Verifiable Credentials Update Mechanisms 

How can updates to identifying information be handled in VCs? 
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Short-lived Credentials

Validity period? 
❌  Operational overhead 
❌  Suboptimal UX

Atomic Credentials

Passport

BirthdateGiven 
name

Place of 
birth Date of Surnam

Surname 
#0 

Surname 
#1

Date of 
Expiry #0

Date of 
Expiry #1

✅  Granular control/policies ❌  Malformed credentials 
❌  Hiding (negative) updates
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RQ2: Verifiable Credentials Update Mechanisms 

How can updates to identifying information be handled in VCs? 

© sebis 13

(draft) specifications ✅ , but: due for removal 🚨

Credential Disputes VC Refresh Service
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RQ2: Verifiable Credentials Update Mechanisms 
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Updates Revocation

🚨  General lack of research 
🚨  Due for removal from standards

✅  Active research topic 
✅  Support 
❓ Scalability

Re-issuance is adequate!  
… For now.

How can updates to identifying information be handled in VCs? 
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VC Updates are not as important as we thought :(



RQ3: Engineering Effective Identity Credentials – Context
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How can we engineer effective identity credentials within the GX-Credentials project? 

PoC implementation

Product Life Cycle –  Across Automated Driving

Company & 
Employee VCs

Is a Issue⊃

“establish an open and distributed data ecosystem 
that supports future product development, 

manufacturing, and customer service”
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RQ3: Engineering Effective Identity Credentials
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How can we engineer effective identity credentials within the GX-Credentials project? 

❌  ID binding 
❌  VC schema for natural subjects  

Architecture 
Reference 
Framework

EUropean 
Digital  
Identity

✅  Simple 
✅  Mature 
✅  Post-quantum secure

SD-JWT

231030  Evan Christopher How to Wisely Identify Natural Subjects in Verifiable Credentials - Bachelor’s Thesis Final Presentation

❌  Selective Disclosure (SD) mandated by

basis of

mandates



RQ3: Engineering Effective Identity Credentials – Discussion

© sebis 17

Proposed Employee Credential

Attributes

Id

familyName

firstName

dateOfBirth

nationalIdentifier

emailAddress

companyId

companyLegalName

companyLegalIdentifier

N
at

ur
al

Le
ga

l
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✅  ID binding (with Gov-ID) 
✅  VC schema for natural subjects 

Gaia-X Participant Schema



RQ3: Engineering Effective Identity Credentials – Discussion
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❓  Selective Disclosure (SD)

DIDKit (BeaconSDK)

For Verifiable Credential Issuance

SD-JWT VC+

ARF Mandated
For PID attestations

(OID4VCI, Pre-Authorized Code Flow) ✅  SD-JWT VC

Demo SD-JWT 
VC Playground

+ SD-JWT Library
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Wallet



RQ3: Engineering Effective Identity Credentials – SD-JWT VC Demo
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Video and  
live commentary
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Limitations and Future Work
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Literature 
Review & 
Taxonomy

• Researcher bias 
• Search results

Proposed 
Changes 

• Ongoing development of standards and 
specifications

GX 
Credentials

• Issue SD-JWT VCs 
• Adopt OID4VC protocols
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Summary
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RQ1: What are the existing 
solutions and proposals for 
including identifying 
information in VCs? 

• Taxonomy of 35 SSI 
approaches 

• Findings 
• Gov-ID dominant 
• Revocation & SDK

ey
 R

es
ul

ts

RQ2: How can updates to 
identifying information be 
handled in VCs? R

Q
s

RQ3: How can we 
engineer effective identity 
credentials within the GX-
Credentials project? 

• Summarized 
(potential) update 
mechanisms 

• Re-issuance is 
adequate

• Employee Identity 
Credentials 

• SD-JWT VC 
• OID4VCI Workflow 
• Demo playground
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Literature Review: Search Strings
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IEEE
(("Document Title": "Self-sovereign identity" OR "SSI") OR 
("Document Title":identity management)) AND (("Full Text .AND. 
Metadata":natural person) OR ("Full Text .AND. Metadata":legal 
person) OR (“Full Text .AND. Metadata”:”person”)) AND ("Full 
Text .AND. Metadata":"verifiable credentials") 

ACM 
(Title:("self-sovereign identity" OR "SSI" OR identity management) 
AND (AllField:( "natural person" OR "legal person") OR AllField:
("person")) AND Full- text:("verifiable credentials") 

Scopus
( TITLE ( "self-sovereign identity" OR "SSI" OR "identity 
management" ) AND ALL ( "natural person" OR "legal person" OR 
"person" ) AND ALL ( "verifiable credentials" )) 

Search
“verifiable credentials "natural person" self sovereign identity "Identity 
Management" "natural person" "legal person" person 

Scholar
“verifiable credentials" “self-sovereign identity” "Identity Management" 
"natural person" "legal person” 

Literature Review Overview
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Literature Review 
Process
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Literature Review Overview
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Literature Review: Quality Assessment Table for GL
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Literature Review Overview

231030  Evan Christopher How to Wisely Identify Natural Subjects in Verifiable Credentials - Bachelor’s Thesis Final Presentation



Taxonomy Construction: Objective Ending Conditions
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Taxonomy Construction Overview
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Taxonomy Construction: Subjective Ending Conditions
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Taxonomy Construction Overview
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Taxonomy
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Taxonomy Overview
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Proposed GX  
Employee  
Credential
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Employee Credential Overview
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Employee Credential Issuance in GX-Credentials with OID4VCI Pre-
Authorized Code Flow
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:Wallet :GX Credentials
app

(2) Store employee credential
application in DB

(1) Apply for an employee credential

OID4VCI token
(access_token)

:Company:Employee

(3.a) Reject employee application

(4) Credential offer 
(Pre-Authorized Code)

alt

(3.b) Accept employee application

(5) OIDC4VCI Token Request

Employee Credential

(6) Credential Request
(access_token, proof(s))

Interacts

Workflow Proposal
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Library Evaluation
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Demo Overview
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SD-JWT VCs
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SD-JWT VC

Header

Payload

Signature

DisclosuresDelimiter (~)

Nonce Key Value

Disclosure Array

Disclosure Digests

Image source: https://datatracker.ietf.org/meeting/117/materials/slides-117-oauth-sessb-sd-jwt-00 SD-JWT VC Overview

https://datatracker.ietf.org/meeting/117/materials/slides-117-oauth-sessb-sd-jwt-00


SD-JWT VC 
Demo UI (1/5)
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SD-JWT VC 
Demo UI (2/5)
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SD-JWT VC Demo UI (3/5)

231030  Evan Christopher How to Wisely Identify Natural Subjects in Verifiable Credentials - Bachelor’s Thesis Final Presentation



© sebis 36

SD-JWT VC 
Demo UI (4/5)
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SD-JWT VC Demo UI (5/5)
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